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Introduction

The rapid development of information technology in the digital era
has influenced various sectors, including the financial sector. One of the
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key innovations that has garnered significant attention is blockchain
technology. Blockchain is a system that enables data to be stored in the
form of blocks, which are linked in a chain and cannot be altered
(immutable), creating a highly transparent and secure transaction process
(Nakamoto, 2008; Tapscott & Tapscott, 2016). This technology can be
applied in various sectors, with financial transactions being one of its most
promising applications (Catalini & Gans, 2016). In Indonesia, the financial
sector faces challenges such as lack of transparency, risk of fraud, and high
transaction costs. Many financial transactions, both between individuals
and institutions, still rely on manual processes and require third-party
intermediaries, such as banks or other financial institutions (Bohme et al.,
2015). This paper explores how blockchain can overcome these issues by
enhancing security and transparency in financial transactions. By
employing a qualitative approach, this research evaluates the potential of
blockchain in transforming the Indonesian financial sector and
contributing to the broader global financial system.

The rapid development of information technology in the digital era
has influenced various sectors, including the financial sector. One of the
key innovations that has garnered significant attention is blockchain
technology. Blockchain is a system that enables data to be stored in the
form of blocks, which are linked in a chain and cannot be altered
(immutable), creating a highly transparent and secure transaction process
(Nakamoto, 2008; Tapscott & Tapscott, 2016). This technology can be
applied in various sectors, with financial transactions being one of its most
promising applications (Catalini & Gans, 2016). In Indonesia, the financial
sector faces challenges such as lack of transparency, risk of fraud, and high
transaction costs. Many financial transactions, both between individuals
and institutions, still rely on manual processes and require third-party
intermediaries, such as banks or other financial institutions, resulting in
inefficiencies and increased costs (Wicaksono, 2018; Puspitasari & Lestari,
2020). This paper explores how blockchain can overcome these issues by

enhancing security and transparency in financial transactions. By
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employing a qualitative approach, this research evaluates the potential of
blockchain in transforming the Indonesian financial sector and
contributing to the broader global financial system. This not only increases
costs but also reduces efficiency. For this reason, the application of
blockchain in the financial sector is considered to be a solution to increase

security, transparency and efficiency of financial transactions in Indonesia.

Blockchain is the technology underlying decentralized systems,
allowing data to be recorded and verified without involving a central third
party. In the context of financial transactions, blockchain facilitates safer
transactions because each transaction is recorded in the form of an
encrypted block, and each block is linked to the previous block in a chain

that forms a transparent and unchangeable "ledger".

Some of the main characteristics of blockchain technology are: 1)
Decentralization; No single party controls the entire blockchain network.
This reduces the potential for fraud and data leaks. 2) Security; Every
transaction that occurs in the blockchain is verified using cryptographic
algorithms that make the data difficult to manipulate. 3) Transparency; All
participants in a blockchain network have a complete copy of the
transactions that occur, providing full visibility into the transactions that
occur. 4) Openness and Ease of Access; All parties who have permission
can verify and access transaction data.

The Indonesian financial sector faces several quite complex
problems, including: 1) Limited Transparency; Many financial transactions
carried out in Indonesia are not completely transparent, both in terms of
fund management and the transaction verification process. 2) Vulnerable
Transaction Security; Financial transactions that rely on traditional
systems are vulnerable to the threat of hacking and data manipulation. The
third party involved is often the weak point. 3) High Transaction Fees;
Transactions between financial institutions or individuals involving third
parties are often subject to high fees that reduce profits or user efficiency.
4) Slow Transaction Process; Some types of transactions, especially Cross-
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border ones, can take a long time and involve many stages that slow down

the flow of funds.

The use of blockchain technology can be a solution to overcome
existing problems in the Indonesian financial system. Several steps that can
be taken to implement blockchain in the financial sector in Indonesia
include: 1) Implementation of Blockchain in Payment Systems; Using
blockchain to simplify payment transactions between individuals and
institutions without the need for a third party. This can reduce transaction
costs and speed up the payment process. 2) Implementation of Smart
Contracts; Smart contracts are programs that can execute transactions
automatically when certain conditions are met. This can increase efficiency
and reduce dependence on third parties in financial transactions. 3)
Blockchain Infrastructure Development; Infrastructure development that
allows blockchain to be widely used by banks, financial institutions and
Indonesian society. This could include developing blockchain-based
platforms for digital financial transactions, payments and investments. 4)
Education and Technology Literacy; Increase public and financial sector
players' understanding of blockchain technology to maximize its potential,

as well as reduce uncertainty regarding this new technology.

A number of studies have examined the use of blockchain technology
in the financial sector. For example, a study conducted by Tapscott and
Tapscott (2016) in their book Blockchain Revolution explains how
blockchain can increase transparency, efficiency, and trust in the global
financial system. Another study by Catalini and Gans (2016) highlights the
benefits of blockchain technology in reducing transaction costs and
increasing the security of cross-border payments.

Research conducted in Indonesia shows the potential of blockchain
technology to increase financial inclusion by enabling more people to
access financial services digitally, especially in regions not yet covered by
conventional banking systems (Ismail, 2020). Furthermore, a study by
Yulianto and Handayani (2021) reveals that blockchain's application in the
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financial sector can reduce operational costs and enhance the security and
transparency of transactions. Blockchain technology offers enormous
potential to improve security, transparency, and efﬁciency in the financial
transaction sector in Indonesia. By addressing problems such as high costs,
slow processes, and vulnerable security, blockchain can pave the way for a
more efficient, secure, and reliable financial system. Through the proper
application of blockchain, Indonesia's financial sector can be more

advanced, safer, and more inclusive.

However, despite these promising findings, there is a significant gap
in the literature concerning how blockchain can be effectively integrated
into Indonesia’s unique financial, regulatory, and technological landscape.
While previous studies have highlighted blockchain's potential, they have
largely focused on the technological aspects without addressing the
practical challenges related to implementation at a national level. This
research is motivated by the need to explore how blockchain technology
can overcome these existing challenges and gaps, particularly in terms of
infrastructure, regulation, and accessibility. The study aims to fill this gap
by examining the barriers to adoption, the regulatory environment, and the
potential impacts of blockchain on financial inclusion, operational costs,

and overall security within Indonesia's financial system.
Understanding Blockchain Technology

Blockchain is a technology that allows data to be stored in the form
of sequentially connected blocks (chains) using a decentralized system.
Each block contains encrypted information, and the data in the blockchain
cannot be changed after the transaction occurs. In general, blockchain
functions as a distributed ledger that does not rely on a single entity or
third party to verify transactions (Nakamoto, 2008). This technology was
first used by Bitcoin to support cryptocurrency transactions, but in its
development, blockchain has wider potential in various sectors, including
the financial sector.
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Key Characteristics of Blockchain

There are several underlying characteristics of blockchain
technology, which make it relevant in improving the security and

transparency of financial transactions:

1. Decentralization: Blockchain does not require a central authority
such as a bank or other financial institution to validate transactions.
Instead, a globally distributed network of computers work together
to verify each transaction (Narayanan et al., 2016). This reduces the
risk of manipulation or fraud that can occur in a centralized system.

2. Security: Every transaction recorded in the blockchain uses a strong
cryptographic algorithm, making the data difficult to manipulate or
change. In addition, each transaction is monitored and verified by
network participants, increasing data integrity (Atzori, 2017).

3. Transparency: Blockchain creates a system that is accessible to all
participants in the network, allowing for greater transparency into
every transaction that occurs. All authorized parties can view the
transaction history recorded in the blockchain openly, thereby
increasing trust between parties (Tapscott & Tapscott, 2016).

Blockchain in the Financial Sector

In the financial sector, blockchain technology is considered a
potential solution to improve the efficiency, transparency, and security of
transactions. In traditional systems, financial transactions often involve
many different parties (such as banks, clearing houses, etc.) which causes
high transaction costs, and takes a long time to complete the transaction
verification process (Catalini & Gans, 2016). Blockchain can reduce
dependence on these third parties, thereby speeding up and lowering
transaction costs. Specifically, blockchain can be applied in various aspects
of the financial sector, such as:

1. Digital Payments: Blockchain can be used to facilitate cross-border
payments at low costs and faster processes compared to conventional



The Role of Blockchain Technology in Improving Security and Transparency of Financial
Transactions in Indonesia (Jen Surya, Iwan Efriandy, Reska Rahmatullah) <, 92

methods (Narayanan et al., 2016). For example, this technology can
reduce interbank transfer fees that are often charged in international
transactions.

2. Smart Contracts: In blockchain, smart contracts are programs that
can execute agreements or transactions themselves after previously
agreed conditions are met. This allows automation in the financial
transaction process, which reduces human error and increases
efficiency (Buterin, 2014).

3. Digital Asset and Tokenization: Blockchain also enables the creation
of digital assets and tokenization, which provides new opportunities
for investment and ownership of assets in digital form. In Indonesia,
this sector can drive financial inclusion for people who do not have

access to traditional banking services (Zohar, 2019).
Security in Blockchain

One of the main advantages of blockchain technology is its high level
of security. Every transaction recorded in the blockchain is processed and
verified by many nodes in the network before being included in the block.
This reduces the potential for data manipulation or hacking that can occur
in a centralized system (Crosby et al., 2016). In addition, the encryption
techniques used in blockchain ensure that transaction data cannot be
changed or stolen without being detected. The use of this technology in
the financial sector can reduce the risk of fraud and increase public trust

in the digital financial system.
Transparency in Blockchain

Blockchain can also increase transparency in financial transactions.
As an open system, blockchain allows all parties involved in a transaction
to see the complete transaction history. This prevents the occurrence of
ambiguity or fraud that often occurs in traditional, more closed systems
(Peters & Panayi, 2016). By using blockchain, parties involved in a
transaction can verify that each transaction is recorded correctly and that
no information is hidden. In addition, the audit process becomes easier to
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do, because every step of the transaction can be tracked in a distributed

ledger.
Blockchain in Indonesia

In Indonesia, the application of blockchain in the financial sector has
great potential. Several financial institutions in Indonesia have begun to
adopt this technology to improve the efficiency and security of their
services. Bank Indonesia has conducted trials of the use of blockchain in
payment systems, while several fintechs and startups are also utilizing this
technology to provide more transparent and affordable financial services
(Ismail, 2020). However, although the potential of blockchain is enormous,
challenges related to regulations and infrastructure that are not yet fully

ready are still obstacles to its implementation.
Challenges and Prospects of Blockchain in Indonesia

Although blockchain offers various benefits, the implementation of
this technology in Indonesia still faces challenges. One of the main
challenges is the absence of clear regulations related to the use of
blockchain in the financial sector. In addition, low digital literacy and lack
of understanding of this technology among the public and industry players
are also significant obstacles. However, with the continued development of
technological infrastructure and increasing understanding of blockchain,
Indonesia has the potential to become one of the countries that utilizes
this technology optimally in the financial sector (Yulianto & Handayani,
2021).

Research Methods

This study employs a qualitative research methodology combining
three main approaches: a qualitative approach, a literature study, and expert
interviews. The qualitative nature of this research enables an in-depth
understanding of the perceptions, challenges, and opportunities related to
the adoption and implementation of blockchain technology in Indonesia's
financial sector. Data is gathered from various sources to explore how
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blockchain can enhance security and transparency in financial transactions.
Furthermore, this study analyzes real-world examples of blockchain
applications within the Indonesian financial system to provide practical
insights.

In research that focuses on the application of blockchain technology
in the financial sector, the methodology used is very important to obtain a
deep and comprehensive understanding of the topic. This methodology
consists of a qualitative approach, a literature approach, and interviews. The

following is a discussion of each approach in this research methodology:
Qualitative Approach

A qualitative approach is used to dig up in-depth information about
the phenomenon being studied. This approach focuses more on
understanding the context, experience, perceptions, and views of the
parties involved in the application of blockchain in the financial sector. In
this study, the qualitative approach aims to identify various factors that
influence the adoption and implementation of blockchain in the financial
system in Indonesia. Steps in Qualitative Approach:

a. Data Collection: Data is collected through various sources, such as
in-depth interviews, observations, and focus group discussions with
various stakeholders (banks, fintech, regulators, and blockchain
technology experts).

b. Data Analysis: Data analysis is carried out by categorizing and
identifying patterns that emerge in conversations and information
obtained. Thematic analysis techniques are often used to compile and
understand qualitative findings.

c. Objectives: This qualitative approach helps researchers understand
the perceptions, barriers, and opportunities that exist in the
application of blockchain in the financial sector, especially in

Indonesia.
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Literature Approach

The literature approach is a method that relies on the study of various
relevant literature or references to understand and analyze a phenomenon.
In this study, the literature approach is used to explore previous theories
and studies on blockchain technology, its application in the financial sector,
as well as its challenges and benefits. Steps in the Literature Approach:

a. Source Search: Researchers search for and collect articles, books,
research reports, and academic journals that discuss blockchain in
the financial sector, both in Indonesia and abroad.

b. Source Analysis: After the literature data is collected, an analysis is
carried out to find trends, key findings, and research gaps in the topic
discussed.

c. Objectives: This approach aims to build a strong theoretical
foundation, provide context to previous research findings, and help

formulate a framework for thinking in the research being conducted
Interview

Interview is a data collection method that involves direct interaction
between researchers and informants to obtain more in-depth information
about the research topic. In this study, interviews were conducted with
experts in the blockchain field, financial industry players, and parties
involved in the development of technology policies in Indonesia. Steps in

the Interview:

a. Informant Selection: Informants are selected based on their relevance
and expertise criteria, such as officials from Bank Indonesia,
representatives from financial institutions, fintech entrepreneurs, or
academics who have in-depth knowledge of blockchain.

b. Interview Design: Interviews can be conducted with open-ended or
semi-structured questions that allow researchers to dig deeper into
information according to the research theme.
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c. Interview Implementation: Interviews can be conducted face-to-face,
by telephone, or digital platforms such as Zoom, depending on the
convenience and availability of the informants.

d. Interview Data Analysis: Data obtained from interviews is analyzed
to find certain themes or patterns that emerge from the perspectives
of the informants. This analysis can be done using methods such as

thematic analysis or content analysis.
Result and Discussion

Blockchain Adoption Rate in Indonesia's Financial Sector

Research results by Bank Indonesia (2023) show the adoption of
blockchain technology by financial institutions. The results show that 33%
of banks in Indonesia have started implementing blockchain technology in
several product and service lines, especially in cross-border payment and
transaction systems. The following is blockchain adoption data from Bank
Indonesia's research:

Table 1. Block Chain Adoption

No Statement Persentage

1 Financial institutions implement blockchain to 33%
improve efficiency

2 Financial institutions are testing blockchain for 50%
further applications

3 Financial institutions have not yet considered 17%

implementing blockchain

Source: Bank Indonesia, 2023

Bank Indonesia's findings state that 33% of financial institutions
implement blockchain to improve efficiency in several of their product and
service lines. The main focus of this adoption is on cross-border payment
and transaction systems. Blockchain technology enables faster, cheaper,
and more secure transactions, which are essential in international
transactions that often involve high costs and complicated verification
processes. By implementing blockchain, banks can reduce the time it takes
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to complete transactions and minimize dependence on third parties, which
often slow down the process. In addition, blockchain implementation also
allows financial institutions to increase transparency in every transaction.
All transactions made will be permanently recorded in a distributed ledger
and can be accessed by all parties involved, reducing the potential for fraud
or data manipulation. This is in accordance with the characteristics of

blockchain which has advantages in terms of data security and integrity.

The results of Bank Indonesia's research also showed that half of
the respondents (50%) stated that they were testing the implementation of
blockchain for further applications. This shows that although blockchain
adoption in Indonesia is increasing, many financial institutions are still at
the exploration and testing stage. Blockchain testing generally aims to
better understand the potential and challenges that exist, and to assess
whether this technology can really provide significant benefits in their
operations.

This testing stage also reflects the caution of financial institutions
in adopting new technologies that may require major changes in existing
infrastructure and systems. Therefore, these institutions choose to conduct
trials first to identify potential problems and assess the readiness of their
systems to fully adopt blockchain technology.

The results of the study also show that 17% of financial institutions
in Indonesia have begun to consider or even implement blockchain

technology. There are several reasons underlying this decision, including:

a. Limited Knowledge and Resources: Some financial institutions may
not have sufficient understanding of blockchain or feel unprepared
in terms of human resources and technology to make the change.

b. Concerns about Regulation and Security: Blockchain is a relatively
new technology in Indonesia, and some financial institutions may be
concerned about unclear regulations or data security issues related
to the implementation of this technology.
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c. Infrastructure Readiness: The infrastructure needed to implement
blockchain effectively may not yet be available or adequate for these
institutions, causing them to delay the adoption of this technology.

This study shows that although blockchain adoption in Indonesia
is still relatively early, there is a positive trend in the implementation of
this technology. Some implications that can be drawn from the results of
this study include:

a. Potential to Increase Efficiency and Reduce Costs

Blockchain can help financial institutions reduce operational costs
and the time it takes to process transactions. For example, In cross-
border transactions, blockchain can reduce high transfer fees and
speed up transaction settlement times, which will greatly benefit
financial institutions and their customers. Thus, blockchain adoption
can provide greater competitiveness for financial institutions that

implement it.
b. Challenges in Large-Scale Implementation

Although 33% of financial institutions have implemented blockchain,
the main challenge for them is integrating this technology on a larger
scale and involving more products or services. This requires a large
investment in infrastructure and system development that supports
blockchain. In addition, education and training for human resources

are also very necessary to ensure successful implementation.
c. The Importance of Supportive Regulations

One factor that can accelerate blockchain adoption in Indonesia is
the existence of clear and supportive regulations. Without clear
guidelines from the relevant authorities, financial institutions may
hesitate to invest heavily in this technology. Therefore, Bank
Indonesia and other authorities need to accelerate the creation of
regulations that provide legal guarantees and facilitate wider
blockchain adoption.
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d. Development of Deep Technology Infrastructure

Adequate technology infrastructure is essential to support
blockchain implementation in the financial sector. Therefore, it is
important for financial institutions and the government to work
together to increase infrastructure capacity, both in terms of
hardware and software, to ensure the successful adoption of

blockchain technology.
Security and Transparency in Financial Transactions

Report from the Financial Services Authority (OJK) 2022: OJK
conducted a survey on the application of blockchain technology in terms
of security and transparency. From the results of a survey conducted on
100 financial institutions in Indonesia, 8o% stated that the implementation
of blockchain has increased the transparency of financial transactions. In
addition, 75% of financial institutions reported a significant reduction in
the risk of fraud and cheating after adopting a blockchain-based system.
Meanwhile, the statement of banks considering blockchain to be able to
prevent data manipulation in transactions shows that 6o% of financial
institutions in Indonesia agree with this. The following are the findings of
the security and transparency data study after using blockchain:

Table 2. Security and Transparency Data

No Statement Persentage

1 Institutions feel there is an increase in 80%
transparency

2 Feel a decrease in the risk of fraud and cheating 75%
Banks consider blockchain to be able to prevent 60%

data manipulation in transactions

Source: Financial Services Authority, 2022

This survey was conducted by the Financial Services Authority
(OJK) on 100 financial institutions in Indonesia. The results of the survey
on financial institutions show that 8o% of blockchain usage is able to

increase transparency in financial transactions. This is because blockchain
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as a distributed ledger system allows every transaction to be permanently
recorded in an open ledger and can be accessed by all parties with
permission. The existence of this transparent record ensures that
transactions cannot be changed or manipulated without being detected.
This also shows that the implementation of blockchain is clearer and more
accurate regarding the flow of funds and transaction activities. This

increased transparency provides a number of benefits, induding:

a. Increasing Public Trust: With greater transparency, the public and
customers feel more confident in financial institutions that use
blockchain, because they can verify transactions made without having
to rely entirely on third parties.

b. Prevention of Abuse: Because every transaction can be seen by
authorized parties, abuse or fraud committed by internal or external
parties will be more easily detected. This reduces the risk of fraud
and increases the reliability of the financial system as a whole.

As many as 75% of financial institutions surveyed reported a
significant decrease in the risk of fraud and cheating after implementing
blockchain. This can be explained by the characteristics of blockchain
which is secure and cannot be manipulated. Given that every transaction
made must go through a strict verification process by many parties in the
network (including validators and other nodes). Some of the reasons why
blockchain is able to reduce the risk of fraud and cheating include:

a. Cryptographic Security: Blockchain uses strong encryption to ensure
that data recorded in the system cannot be changed or accessed
without permission. This reduces the potential for fraud involving
data manipulation or illegal withdrawal of funds.

b. Decentralization: In a decentralized system, no single party has full
control over the entire network. Thus, the risk of fraud from a single
party with power (for example, a bank or large financial institution)

can be minimized.
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c. Multi-Party Verification: Every transaction made within the
blockchain network must be verified by many nodes in the network.
If there is an attempt at data manipulation or fraud, the system will
reject it because the verification carried out by many parties will

detect any discrepancies.

In addition, the results of the OJK study also show that around 60%
of banks surveyed feel that blockchain has the ability to prevent data
manipulation in transactions. Blockchain relies on cryptographic
techniques that ensure that recorded data cannot be changed afterwards
without damaging the integrity of the entire system. Once data is entered
into a block, any changes will affect the entire network and can easily be
detected by other validators, making data manipulation almost impossible.
Factors that support the prevention of data manipulation in blockchain

include:

a. Immutability: Every transaction recorded in the blockchain cannot be
changed or deleted. If someone tries to change the data in one block,
it will cause changes to the entire next block, which will be
immediately known to the entire network.

b. Use of Consensus: In blockchain, consensus from many parties is
required to validate transactions, which makes data manipulation
more difficult. This consensus ensures that the recorded data has
been verified by many parties before being considered valid.

c. Strengthening Data Security: Because blockchain uses various
encryption methods and verification mechanisms, the data recorded
in it is much safer compared to traditional systems that are more
vulnerable to hacking or data manipulation.

Based on the results of a survey conducted by OJK, the
implementation of blockchain has had a major positive impact on the
financial sector in Indonesia, especially in terms of increasing transparency
and reducing the risk of fraud. Some of the implications of these findings
are as follows:
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a. Increasing Public Trust in the Financial System
With increased transparency and reduced risk of fraud, the public
will feel safer and more confident in transacting with financial
institutions that implement blockchain technology. This can
encourage greater financial inclusion, with more people choosing to
use formal financial services.

b. Operational Efficiency and Cost Reduction

Blockchain reduces the need for verification processes that require
many parties in financial transactions. With decentralization and
automation through smart contracts, financial institutions can
minimize operational costs associated with transactions and
administration. This allows them to offer more efficient services and

lower costs to customers.
c. Increased Security and Reduced Operational Risk

Blockchain provides stronger protection against operational risks,
such as data manipulation, fraud, or hacking. This security is very
important, given the increasing threats to the digital financial system,

which can harm customers and financial institutions themselves.
d. The Importance of Clear Regulatory Support

To ensure that blockchain implementation can run smoothly,
supportive and clear regulations are needed regarding its use in the
financial sector. OJK as a regulator must continue to develop policies
that facilitate the adoption of this technology by prioritizing security

and protection for consumers.
Barriers and Challenges to Blockchain Implementation

A survey by the Indonesian Fintech Association (AFI) in 2023
showed that although many financial institutions in Indonesia are
interested in adopting blockchain, some of the main challenges they face
include the lack of supporting infrastructure and lack of knowledge and
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understanding of blockchain. The survey results showed that around 45%
of fintech companies stated that they still face major challenges in terms of

regulation and legal uncertainty related to the implementation of this

technology.
Table 3. Fintech Association

No Statement Persentage

1 Fintech companies identify regulation as the 45%
main challenge

2 Financial institutions consider technological 40%
infrastructure as the main obstacle

3 Companies report limited human resources 30%

trained in blockchain

Source: Indonesian Fintech Association, 2023

A survey conducted by the Indonesian Fintech Association (AFI) in
2023 provides a clear picture of the challenges faced by financial
institutions, especially fintech companies, in implementing blockchain
technology in Indonesia. As many as 45% of fintech companies identify
regulation as the main challenge in implementing blockchain technology.
One of the main reasons why regulation is an obstacle is because
blockchain technology is still relatively new in Indonesia, and existing
regulations are not yet clear or adequate to support the full implementation
of this technology. Some of the regulatory issues faced by fintech

companies include:

a. Legal Uncertainty: Without clear regulations, fintech companies are
hesitant to make large investments in blockchain technology because
they are worried about sudden policy changes or uncertainty in the
implementation of the law.

b. Lack of Guidelines: The absence of clear guidelines from the
government or financial authorities regarding the use of blockchain
in the financial system can slow down the adoption of this
technology. This has the potential to cause confusion for financial
institutions that want to adopt it legally and safely.



The Role of Blockchain Technology in Improving Security and Transparency of Financial
Transactions in Indonesia (Jen Surya, Iwan Efriandy, Reska Rahmatullah) < 104

c. Difficulty in Compliance: Financial institutions operating in
Indonesia need to ensure that they comply with all applicable
regulations. If blockchain regulations have not been properly drafted,
they may have difficulty integrating this technology with existing
systems without violating applicable regulations.

The research results also show that 40% of financial institutions
surveyed consider technological infrastructure to be the main obstacle in
implementing blockchain. The infrastructure referred to here includes
various elements, from hardware that supports blockchain technology to
software systems that can operate efficiently with the technology.

Challenges that arise related to infrastructure include:

a. Limited Digital Infrastructure: Digital infrastructure in Indonesia,
although developing rapidly, is still uneven, especially in more
remote areas. Some financial institutions may face difficulties in
obtaining adequate infrastructure to support optimal blockchain
implementation.

b. High Implementation Costs: Implementing blockchain technology
on a large scale requires significant investment in hardware and
software. This can be a major burden for financial institutions,
especially those with limited budgets.

c. Sustainable Infrastructure Expansion: Blockchain is a technology that
requires a global network and very large processing capacity.
Therefore, financial institutions must update and develop their
infrastructure in order to take full advantage of this technology.

Another finding is that around 30% of fintech companies reported
that the lack of human resources trained in blockchain technology is one
of the main challenges in implementing this technology. Although interest
in blockchain is increasing, the lack of a workforce with sufficient skills and
knowledge to implement and manage blockchain effectively is a major
obstacle. Some of the factors underlying this obstacle are:
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a. Lack of Specialized Education and Training: Blockchain is a complex
and new technology, and many professionals in the financial sector
still do not have in-depth knowledge of how it works. Therefore,
financial institutions need special training to develop the skills of
their human resources in terms of blockchain.

b. Challenges in Finding Experts: The demand for skilled workers in
the blockchain field is very high, but the supply of workers with these
skills is still limited. This makes it difficult for financial institutions
to recruit experts who can support the implementation of blockchain
technology.

c. The Need to Increase Digital Literacy: In order to be able to take full
advantage of blockchain technology, financial institutions need a
workforce that is not only trained in blockchain itself, but also has a
broader understanding of digital technology and financial innovation

in general.

Solutions to overcome these barriers include providing more and
more affordable training programs in blockchain, as well as collaboration
between the financial sector, educational institutions, and the government
to strengthen human resource capabilities in this field. The barriers to

blockchain implementation certainly have implications, such as:
a. Supportive Regulation for Innovation

To encourage wider blockchain adoption, it is important for
governments and regulators to accelerate the development of clear
regulations that support innovation, so that fintech companies can

operate within a safe and predictable legal framework.
b. Building Better Digital Infrastructure

Adequate infrastructure is critical to the success of blockchain
implementation. Therefore, the government and the private sector
need to work together to build and update digital infrastructure to
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support blockchain technology, especially in areas that do not yet

have sufficient access to technology.
¢. Improving the Quality of Human Resources

Improving the capacity of human resources is l<ey to effective
blockchain adoption. Fintech companies and financial institutions
need to invest more in training and developing the skills of their

workforce in blockchain technology and related digital technologies.
Development of Blockchain Regulation in Indonesia

The Ministry of Finance of the Republic of Indonesia (2023) stated
that they are currently formulating clearer regulations regarding the use of
blockchain in the financial sector, including the use of cryptocurrency and
smart contracts. However, fintech companies in Indonesia hope that the
government can immediately issue more concrete regulations regarding
the implementation of blockchain and the legal use of cryptocurrency. Here
it is:

Table 4. Respondent

No Statement Persentage

1  Companies hope for clearer regulations from the 60%
government.

2 Respondents feel that the current regulations are still 35%
ambiguous and confusing

3 Companies feel that the regulations are adequate 5%

Source: Respondents' Responses to the Statement of the Ministry of Finance 2023, 2024

The statement by the Ministry of Finance of the Republic of
Indonesia that they are currently formulating clearer regulations regarding
the use of blockchain technology in the financial sector, including
cryptocurrency and smart contracts, shows that the Indonesian
government is beginning to understand the importance of more mature
regulations regarding this technology.
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However, even though the government is currently designing the
regulations, survey results show that most fintech companies in Indonesia
feel that the existing regulations are still unclear and inadequate. The
survey results revealed that 60% of fintech companies expect more concrete
regulations to be issued by the government soon, while 35% of companies
feel that the current regulations are still ambiguous and confusing, and
only 5% feel that the regulations are adequate. Based on this data, it can be
concluded that despite the great desire for blockchain adoption,
uncertainty regarding regulations is a major obstacle for companies that

want to move forward in implementing this technology.

The findings of 6o% of fintech companies surveyed expect the
government to immediately issue clearer regulations regarding the
implementation of blockchain and the legal use of cryptocurrency. Without
clear regulations, fintech companies feel hampered in taking strategic steps
to implement blockchain technology, both in terms of operations and in
developing new products. Some of the reasons why clear regulations are

very important include:

a. Increasing Legal Certainty: Clear regulations will provide legal
assurance to fintech companies that they can operate safely and in
accordance with applicable regulations, thereby reducing legal risk.

b. Encouraging Investment: Clarity of regulations can increase investor
confidence in the fintech sector, because they can see that the market
has clear and stable rules. This is important to support the growth of
a larger fintech ecosystem.

c. Supporting Guided Innovation: With clear regulations, fintech
companies can more easily develop and implement blockchain
technologies such as cryptocurrencies and smart contracts, because
they know what is allowed and what is not.

The results of the study also showed that around 35% of fintech
companies feel that the current regulations are still ambiguous and
confusing. This ambiguity can be a major obstacle in the implementation
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of blockchain technology, because fintech companies often do not know
whether they are violating existing rules or not. Regulatory ambiguity can
cause several problems, including:

a. Confusion in Compliance

Fintech companies that want to implement blockchain and
cryptocurrency must ensure that they comply with applicable
regulations. If the regulations are ambiguous, they may worry that
the products or services they offer may violate the law, even if they
have followed best practices in the industry.

b. Risk of Non-Compliance with Regulations

Without clarity, financial institutions may avoid adopting blockchain
technology due to uncertainty about whether their actions will be
considered legally valid. This ambiguity can also lead to potential

legal risks for companies.

Meanwhile, only 5% of companies feel that existing regulations are
adequate. This shows that a small portion of fintech companies are
comfortable with the current regulatory environment. Although a small
portion of companies feel that regulations are adequate, this could indicate
that more experienced or larger companies may already have a better
understanding of how to navigate existing regulations. Some Implications
of the Survey Results are:

a. The Need for Fast and Clear Regulations

The survey results show that the fintech industry in Indonesia is
eagerly awaiting more concrete and clear regulations regarding the
use of blockchain and cryptocurrency. To encourage the growth of
the fintech sector and minimize the risk of legal uncertainty, it is
important for the government to immediately formulate and issue
regulations that support innovation, while still maintaining
consumer security and protection.

b. Legal Certainty to Support Technology Adoption
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Regulatory clarity will provide legal certainty for fintech companies
and financial institutions that want to implement blockchain
technology. Clear regulations will help reduce legal risks and allow
companies to develop blockchain-based products and services with

more confidence.
c. The Role of Government in Supporting Innovation

To accelerate the adoption of blockchain technology, the government
needs to play an active role in providing a regulatory framework that
can support innovation without hindering industry growth.
Collaboration between regulators and fintech industry players will
be very helpful in formulating effective and efficient regulations.

Conclusion and Recommendations
Conclusion

Blockchain technology has great potential in improving the security
and transparency of financial transactions in Indonesia. In recent years, the
Indonesian financial sector has begun to see the real benefits of
implementing blockchain, especially in strengthening the payment system,
increasing efficiency, and reducing the risk of fraud and data manipulation.
Based on various studies and surveys conducted by Bank Indonesia, the
Financial Services Authority (OJK), the Indonesian Fintech Association
(AFI), and the Ministry of Finance, it can be concluded that:

1. Security and Transparency: The implementation of blockchain
technology has been proven to increase the transparency of financial
transactions. As many as 8o% of financial institutions surveyed by
OJK stated that blockchain increases transparency, while 75%
reported a significant decrease in the risk of fraud and cheating. This
shows that blockchain has made a positive contribution to
strengthening the integrity and security of the financial transaction
system in Indonesia.
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2. Growing Adoption: Many financial institutions in Indonesia have
begun to adopt blockchain. Based on a survey by Bank Indonesia, 33%
of banks have implemented blockchain in several product and service
lines, and another so% are testing this technology for further
applications. This reflects the great interest in integrating blockchain
into various financial sectors, especially in cross-border payment and
transaction systems.

3. Implementation Barriers: Although the potential of blockchain
technology is great, there are several barriers to its implementation,
including the lack of supporting infrastructure, lack of knowledge
about blockchain, and regulatory challenges. The AFI Survey (2023)
shows that 45% of fintech companies identify regulation as the main
challenge, and another 40% consider technology infrastructure to be
the biggest obstacle.

4. Need for Clear Regulation: Many fintech companies want clearer
regulations regarding the implementation of blockchain,
cryptocurrency, and smart contracts. The survey shows that 60% of
companies hope for more concrete regulations to provide the legal
certainty needed to encourage wider adoption. Without adequate
regulations, the potential for blockchain innovation could be

hampered by legal uncertainty.
Recommendations

To maximize the potential of blockchain technology in improving the
security and transparency of financial transactions in Indonesia, the

following strategic steps are recommended:

1. Formulation of Clear Regulations that Support Innovation The
government and regulators need to immediately formulate and issue
clear regulations regarding the implementation of blockchain
technology, including cryptocurrency and smart contracts. Clear and
transparent regulations will provide legal certainty for fintech
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companies, encourage investment, and reduce legal uncertainty that
can hinder the adoption of this technology.

. Strengthening Technology Infrastructure To support maximum
blockchain adoption, the government and private sector need to work
together to improve technology infrastructure, especially in areas
that do not yet have adequate internet access and technology. The
development of better digital infrastructure will accelerate the
implementation of blockchain across the financial sector.

. Improving Human Resource Literacy and Training Given the limited
human resources trained in blockchain, it is important for financial
institutions and fintech companies to improve the training and skills
development of their employees in blockchain technology. In
addition, educational institutions in Indonesia can play a role in
providing more in-depth training programs to produce competent
professionals in the blockchain field.

. Collaboration between the Government and the Financial Sector
Collaboration between the government, financial institutions, and
fintech companies is essential to creating an ecosystem that supports
the adoption of blockchain technology. By working together, all
parties can formulate appropriate policies, identify existing
challenges, and jointly seek solutions to encourage -effective
blockchain implementation in the financial sector.

. Increasing Public Understanding of Blockchain In addition to
providing training for professionals in the financial sector, it is also
important to increase public understanding of blockchain technology
and its benefits. This can be done through educational campaigns,
seminars, and workshops to introduce the public to the basic
concepts of blockchain and how this technology can improve a more

transparent and secure financial system.



The Role of Blockchain Technology in Improving Security and Transparency of Financial
Transactions in Indonesia (Jen Surya, Iwan Efriandy, Reska Rahmatullah) <, 112

Acknowledge

The research would not have been completed without the
contribution and cooperation of several parties. Therefore, I would like to
express my deepest gratitude to all parties who have provided support and
contributions in the preparation of this research entitled "The Role of
Blockchain Technology in Improving the Security and Transparency of

Financial Transactions in Indonesia."

First of all, I would like to thank Bank Indonesia for the research
conducted on the adoption of blockchain technology by financial
institutions in Indonesia, which provides important insights regarding the
trend of blockchain use in the financial sector. Furthermore, I would also
like to express my gratitude to the Financial Services Authority (OJK)
which has conducted a survey regarding the implementation of blockchain
in terms of security and transparency, which is one of the main references
in this research. The survey results showing the positive impact of
blockchain on reducing the risk of fraud and cheating are very valuable. I
would also like to thank the Indonesian Fintech Association (AFI) which
has conducted a survey on the challenges faced by fintech companies in
adopting blockchain, which provides an overview of the obstacles that need

to be overcome in the implementation of this technology.

My sincere gratitude goes to the Ministry of Finance of the Republic
of Indonesia who continues to strive to formulate clearer regulations
regarding the use of blockchain, cryptocurrency, and smart contracts,
which are one of the main keys to the adoption of this technology in
Indonesia. Finally, I would also like to thank all parties involved in data
collection, report preparation, and providing constructive input for this
research. Without the support and contributions of various parties, this
research would not have been realized properly. Hopefully this research
can provide benefits for the development of blockchain technology in
improving the security and transparency of financial transactions in

Indonesia.



The Role of Blockchain Technology in Improving Security and Transparency of Financial
Transactions in Indonesia (Jen Surya, Iwan Efriandy, Reska Rahmatullah) <, 113

References

Atzori, M. (2017). Blockchain technology and decentralized governance: Is
the state still necessary? Journal of Governance and Regulation,

6(1), 45-62.

Bohme, R., Christin, N., Edelman, B., & Moore, T. (2015). Bitcoin:
Economics, Technology, and Governance. Journal of Economic
Perspectives, 29(2), 213-238.

Buterin, V. (2014). A next-generation smart contract and decentralized
application platform. Ethereum White Paper.

Catalini, C., & Gans, J. S. (2016). Some Simple Economics of the Blockchain.
MIT Sloan Research Paper, No. 5191-16.

Catalini, C., & Gans, J. S. (2016). Some Simple Economics of the Blockchain.
MIT Sloan Research Paper No. 5191-16.

Crosby, M., Pattanayak, P., Verma, S, & Kalyanaraman, V. (2016).
Blockchain technology: Beyond bitcoin. Applied Innovation
Review, 2, 6-10.

Dewi, L. N. (2020). "Implementasi Teknologi Blockchain dalam Sektor
Keuangan di Indonesia." Jurnal Teknologi dan Inovasi, 12(3), 245-

257.
Ismail, R. (2020). Blockchain and Financial Inclusion in Indonesia. Journal
of Indonesian Finance and Technology, 14(1), 47-62.

Ismail, S. (2020). Adoption of Blockchain Technology in Financial Services:
A Case Study in Indonesia. Indonesian Journal of Financial
Technology, 5(2), 80-91.

Nakamoto, S. (2008). Bitcoin: A Peer-to-Peer Electronic Cash System.
Bitcoin White Paper.

Narayanan, A., Bonneau, J., Felten, E., Miller, A., & Shacham, H. (2016).
Bitcoin and Cryptocurrency Technologies. Princeton University
Press.

Peters, G. W., & Panayi, E. (2016). Understanding modern banking ledgers
through blockchain technologies: Future of payment systems.
Journal of Financial Transformation, 44, 1-10.



The Role of Blockchain Technology in Improving Security and Transparency of Financial
Transactions in Indonesia (Jen Surya, Iwan Efriandy, Reska Rahmatullah) <> 114

Puspitasari, A., & Lestari, R. (2020). Financial Transactions in Indonesia:
Barriers and Solutions. Indonesian Economic Journal, 22(4), 95-108.

Sari, D. P. (2021). "Keamanan dan Transparansi dalam Penggunaan
Teknologi Blockchain pada Layanan Keuangan Digital di
Indonesia." Jurnal Ekonomi dan Keuangan, 16(2), 98-112

Tapscott, D., & Tapscott, A. (2016). Blockchain Revolution: How the
Technology Behind Bitcoin and Other Cryptocurrencies is
Changing the World. Penguin.

Wicaksono, H. (2018). Challenges in the Indonesian Financial Sector:
Transparency and Fraud Prevention. Journal of Indonesian
Finance, 11(3), 156-172.

Yulianto, A., & Handayani, A. (2021). Blockchain in the Indonesian Financial
Sector: Opportunities and Challenges. Financial Technology
Review, 8(3), 210-225.

Zohar, A. (2019). Blockchain: A Guide for the Perplexed. Blockchain Press.



